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Abstract

In recent years, e-commerce has experienced growth in sales, brands and customers.
Unfortunately, cybercriminals have taken advantage of this by creating fraudulent
websites to scam customers. The large amount of new e-commerce websites out-
numbers the manual reporting capabilities, exposing users to these attacks. In this
work, we used machine learning techniques to identify possible fraudulent online
stores. To achieve this, we created ELFW-2031 (E-commerce Legitimate Fraudu-
lent Websites), an updated dataset of manually verified legitimate and fraudulent
e-commerce websites and a comprehensive set of resources for researchers to com-
pare their methods. We released this dataset for public use to overcome the lack of
a comprehensive corpus of this type of websites. We also designed a novel set of 50
features using six different resources obtained from the website content and external
services. We used these new features to train and test two models: (i) a model with
all available resources focused on improving accuracy and (ii) a model focused
on scalability independent of external services. The proposed models achieve F1
scores of 96.88% and 96.53% respectively using XGBoost. Finally, we evaluated
the performance of the proposed features, showing that novel features from social
media and the technology analysis were the most valuable ones.

Keywords Fraud detection - E-commerce - Machine learning - Feature
engineering

1 Introduction

Over the last few years, e-commerce has grown in the number of users and sales.
Companies are developing websites to display their products and services, reach-
ing out to more clients and allowing them to buy at any time of the day [1]. Statista

Extended author information available on the last page of the article

@ Springer


https://doi.org/10.1007/s10660-025-10029-9
http://orcid.org/0000-0001-7665-6418
http://crossmark.crossref.org/dialog/?doi=10.1007/s10660-025-10029-9&domain=pdf&date_stamp=2025-9-8

2468 M. Sanchez-Paniagua et al.

reported 6.630$ billion in e-commerce retail sales worldwide in 2024, and it is
expected to reach 8.034$ billions by 2027 [2].

However, the increase in the number of users and websites has paved the way for
new attacks where fraudsters aim to steal money or sell counterfeit products. These
attacks can lead to other types, such as phishing or account takeover [3]. Fraudsters
create websites that use well-known brands and offer great deals on expensive prod-
ucts. The look and feel of most fraudulent websites is designed to deceive users, on
Fig. 1 we show the similarity between a legitimate and a fraudulent website. For this
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Fig. 1 Fraudulent websites using trademark theft (right panels) and mimicking the styles of their le-
gitimate counterparts (left panels). Figures a and b correspond to Pandora, ¢ and d to Versace, and e
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task, fraudulent sites are created by using famous brands and offering great deals on
expensive products.

The European Commission surveyed online frauds, which found that 55% of
European consumers have been scammed while shopping online and 26% have had
money stolen or received counterfeit products [4]. Not only do consumers suffer from
online frauds, but, according to Juniper, businesses have lost over 38$ billion due to
fraudulent activities in 2023 and claimed losses from online payment fraud to exceed
$362 billion globally over the next five years [5].

Current defences to protect users are built-in features in browsers or antivirus soft-
ware. The most common technique is to create a blocklist, which reported fraudulent
and phishing websites are stacked. Each time a user visits a website, the browser
checks whether the domain is on the list or not. One of the main drawbacks is main-
tenance, as reports need to be verified and added to the list. In addition, they rely on
anonymous reports, which is a concern for detection performance, as users who reach
the site before it is reported will enter it unaware.

Additionally, there are tools where users can provide the domain name and obtain
a risk factor based on a set of fixed rules, such as ScamAdviser' or Scanmer.? These
rules are grounded on resources such as the SSL certificate, WHOIS information,
the age of the domain, or reviewing and ranking platforms like Trustpilot and Alexa.
The main disadvantage of these tools is the lack of flexibility due to the rules and the
variables considered. For example, a commonly used detection rule is the age of the
domain, assuming that a long-lived domain is most likely to be legitimate. Therefore,
a legitimate website with a short life span might have a high-risk factor in the evalu-
ation process. Meanwhile, a fraudulent domain registered with an SSL certificate a
few months ago might obtain a low-risk factor, encouraging the user to buy from the
fraudster’s site.

Researchers have developed artificial intelligence techniques to overcome the
issues of blocklists and rules [6—8]. These studies use resources such as the URL
or the HTML alongside ranking services. However, state-of-the-art features rely on
external services such as WHOIS, Google Search or Alexa. However, they depend
on the response time from external servers, if available, which can generate delays
in response.

Another problem in detecting fraudulent websites is data availability. As a result,
researchers have trained their models on small-size datasets that are not publicly
available. This prevents the development and fair comparison of newly proposed
models.

In this paper, we have focused on developing a highly accurate system that can
be integrated into security tools, such as browser extensions or antivirus. In this way,
users have access to advice about potentially fraudulent websites.

To achieve this, we first built an updated and manually verified dataset, namely
ELFW-2031 (E-commerce Legitimate Fraudulent Websites). This objective is fun-
damental as the dataset needs to represent the real-world environment to be reliable
when working with current fraudulent websites. It is worth noting that we limit the

Uhttps://www.scamadviser.com/ Retrieved June 2025.

2 https://www.scamner.com/ Retrieved June 2025.
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scope to e-commerce websites, and other scam techniques are not included in the
dataset. This dataset covers raw data extracted from the websites, so other researchers
can use it to compare their methods regardless of the input data.

Then, we defined six different types of features depending on the resource used
for their extraction. Four of these resources have been used previously for this and
similar tasks, such as URLs, HTML, SSL certificates, and HTTP headers. In addi-
tion, we proposed two new resources, website technology analysis and social media
impact, to improve the result of the algorithm. To prove this, we arranged a series
of experiments to determine the best machine-learning algorithm. We also proposed
two different models, a complete one focused on performance and a standalone ver-
sion that is independent of third parties and provides accurate real-time classification.
Finally, we compared the performance of individual features and the impact of fea-
tures depending on the associated resource.

In summary, the contributions presented in this paper are as follows:

o We present a framework for fraudulent e-commerce website detection based on
machine learning that can operate with third-party resources to optimize detec-
tion without them to achieve endpoint scalability.

e We provide a publicly available ELFW-2031° dataset with 2,031 manually veri-
fied samples. Each sample contains a wide range of raw resources, allowing re-
searchers to develop and compare their work without restrictions on the method
used.

e We induce a new set of 50 features and resources to improve classification results
and endurance against bypass methods. The proposed system and related research
took place under the needs of the strategic project LUCIA (Fighting Against Cy-
bercrime using Artificial Intelligence) with the Spanish National Cybersecurity
Institute (INCIBE). It would be adapted and prepared for integration into tools
and services that could be useful for INCIBE and its Computer Emergency Re-
sponse Team (CERT), allowing the detection of real fraudulent websites to take
them down and protect citizens from these attacks.

The rest of the paper is structured as follows. Section 2 explains related works about
fraudulent website detection. Section 3 presents the dataset collection and specifica-
tions. The designed features and groups are detailed in Sect. 4. Section 5 contains the
experiments and obtained results. Finally, conclusions and future work are covered
in Sect. 6.

2 Related work

Fraudulent website detection refers to the process of identifying websites that are
designed with malicious intent. This includes various types of scams, such as the
sale of counterfeit products [9], fraudulent pet sellers, bogus charity websites, and
schemes related to cryptocurrency, phishing attacks [10] or stock markets [11].

3 Dataset available under request on https:/gvis.unileon.es.
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Cybercriminals currently used social engineering technique to mislead users. Phish-
ing became one of the most common tools to create fake webpages, often with URLs
that mimic those of legitimate sites, in order to steal confidential information such as
passwords or banking data. Moreover, these websites usually offer counterfeit prod-
ucts that appear to be genuine but are either of poor quality or do not exist at all [9],
leading to financial losses for both consumers and businesses. In general, these sites
are characterized by poor design, spelling mistakes, invalid or missing security certif-
icates, and even alarming messages intended to pressure the user into acting quickly.
Detecting and preventing access to such sites is crucial to protect both personal secu-
rity and the integrity of brands and organizations.

Researchers have developed machine learning techniques to detect fraudulent
websites, either by focusing on specific scam types or by building more generalized
detection models [12]. These approaches aim to address the limitations of traditional
rule-based and blacklist-based systems, which often struggle to keep up with the
evolving nature of online threats. As scammers usually mimic legitimate websites,
previous studies have focused on identifying those subtle clues within the website
content and structure to differentiate fraudulent sites from legitimate ones.

Given the significant impact of e-commerce scams, which represent one of the
most prominent forms of fraudulent websites, it is essential to examine other types
of online scams as well. Identifying commonalities and differences across these vari-
ous scam types can reveal shared tactics used by cybercriminals. This, in turn, can
support the development of more robust and generalised detection models capable
of addressing the broader spectrum of cyber threats. This work mainly focuses on
detecting websites with potentially fraudulent content, techniques used to identify
other types of scams can contribute to addressing the wide range of tactics employed
by cybercriminals. The relevance and significance of the previous studies are sum-
marized in Table 1.

2.1 Fraudulent e-commerce websites

A common strategy employed by cybercriminals is the creation of fake online stores.
The primary difference between phishing sites and fake e-commerce websites lies
in their intent. Phishing sites typically aim to directly steal user credentials or credit
card information in a straightforward manner [21]. In contrast, fake e-commerce
sites often feature well-designed, convincing interfaces that lure users with attractive
discounts and offers. When users place orders, they unknowingly submit extensive
personal information to the attackers—often including more detailed data than what is
usually targeted in phishing attacks [22].

Due to the nature of this category, detection systems commonly analyze HTML
and content resources, such as prices, discounts, currencies, and other key indicators,
to identify fraudulent activity [16]. When users place orders on these fake sites, they
unknowingly submit extensive personal information to attackers, often including
more detailed data than what is usually targeted in phishing attacks [22].

Nevertheless, other resources have also been incorporated. For example, Carpi-
neto and Romano [13] proposed a framework comprising three modules: a Selenium
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Table 1 Comparison of techniques for detecting different types of fraudulent websites, highlighting their
strengths, limitations, relevance to e-commerce fraud detection, and the specific scam category addressed

Reference  Techniques Advantages Disadvantages E-commerce Fraud
connection type
Carpineto URL, HTML, Good accuracy Small dataset; Features like WHOIS FE
& Romano  WHOIS, Alexa, (88%); uses mul- dependent on ex- and SEO applicable
[13] SEO; SVM tiple data sources ternal metadata across scam types
classifier
Gopal etal. HTTP traffic Behavioral-based; Time-sensitive; Useful for e-com- FE
[14] and interaction captures real-time requires active merce as fraudulent
with third-party  interactions monitoring shops misuse ad/
services (CDN, tracking services
ads, analytics)
Audroné et URL, content, High accuracy Public but lim- Relevant to e- FE
al. [15] third-party fea-  (96.93%); high-  ited dataset; fixed commerce; refund
tures; Random lights features features policies useful in
Forest classifier  like young phishing detection
domain & refund
policy
Kotzias et ~ Network, custom Novel features; Custom crawler;  Overlaps with FE
al. [16] crawler, HTTP combines dataset not public counterfeit and
headers, content, behavioral and phishing; Facebook
domain data structural signals links and domain age
cross-cutting
Xie et al. CNN on browser, Deep learning; Lower accu- Purchase behavior FE
[17] IP, signup/pur- learns complex racy (83.6%); less and device data
chase timestamps patterns interpretable relevant for fake
e-commerce
Maktabar et Text preprocess- High accu- Language depen- Persuasive language, P
al. [8] ing, BoW, POS  racy (99.41%); dent; may not fake reviews common
tagging; Naive text-focused generalize well in e-commerce scams
Bayes, LR
Beltzung et HTML, CSS, Strong perfor- Dataset in Ger- Code and text P
al. [18] DOM, JS + TF-  mance (96.7%);  man; limited patterns overlap
IDF; XGBoost code-based se- generalizability with phishing and
mantic patterns e-commerce fraud
Khoo etal. BoW; meta- Combines vi- Screenshot analy- Visual analysis helps P
[19] data; image sual and textual;  sis costly detect fake branding
screenshots and ~ 98.9% accuracy in e-commerce fraud
XGBoost
Mostard et HTML features ~ High performance Requires image Detects fake logos/ FE
al. [6] + CNN on (F1=0.980); processing; payment icons CP
screenshots for  visual fraud resource-heavy relevant to counterfeit
logos/payment indicators and e-commerce
detection
Wadleigh et FQDN, content  Focus on coun- Older study; nar-  Shared traits with CP
al. [20] (brands, prices), terfeit; 86.4% row domain e-commerce fraud:
WHOIS; SVM  accuracy pricing, brand misuse,
domain data
Wu et al. URL, con- Social media Dataset limited to  Social media presence CP
[7] tent, structure, links highly China relevant in fraudulent
WHOIS; LR, discrimina- e-commerce and
DT, SVM tive (7.75% vs. phishing
80.18%)

FE Fraudulent E-commerce, P Phishing, CP Counterfeit products
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WebDriver” feature extractor, a binary classifier to distinguish e-commerce websites,
and a second binary classifier to identify fraudulent ones. The final stage uses 33 fea-
tures derived from the URL, HTML, WHOIS data, Alexa ranking, and Search Engine
Optimization (SEO) information, which are fed into an SVM classifier, achieving
88% accuracy on a balanced dataset of 500 samples. Gopal et al. [14] presented a
third-party baseline that uses the interaction of the actual websites with external ser-
vices such as CDN (Content Delivery Networks), analytics services, advertisement
domains and others. They defined 10 out of 20 independent variables regarding the
HTTP traffic generated in a 15 second time frame. They compared a broad set of tra-
ditional models using two subsets of 205 legitimate pages and the same 93 fraudulent
websites across both subsets.

Audroné et al. [15] also proposed a set of 18 features divided into three catego-
ries, URLs, content and third-party, and evaluated their combination using machine
learning models as classifiers. From the combination of seven features to fifteen, the
Random Forest obtained the best accuracy (96.93%). is achieved using thirteen and
fifteen features. Indication of the young domain and the presence of money-back pay-
ments were the most relevant features. They highlighted the lack of publicly avail-
able datasets in similar studies and decided to make their dataset public.’ However,
this dataset includes only their specific features, limiting its use to compare their
work directly.

In ther work, Kotzias et al [16] developed a novel set of features, building on
previous works, which includes data from the network, search engine crawlers (as
defined by robots.txt), HTTP headers, content, and domain information. Link to the
external review system, domain age and Facebook account were the most relevant
features. They used a custom dataset and evaluated SVM and RF classifiers.

Finally, Xie et al. [17] evaluated a Convolutional Neural Network (CNN) against
traditional machine learning models on a Kaggle dataset containing the website
source, purchase value, browser employed, sign up time, purchase time and IP
address. The CNN model outperformed the traditional ones with 83.60% accuracy.

Building on these approaches, some studies have moved beyond exclusive fea-
ture extraction to focus on identifying patterns in language through text analysis [8],
structural examination and visualization via webpage screenshots [6, 19], or by com-
bining these diverse inputs with traditional features using multimodal models [23].

Maktabar et al. [8] used a web crawler and a preprocessed step based on deleting
HTML tags, omitting empty words and punctuation marks, converting to lowercase
and removing prefixes and suffixes through stemming to obtain the text from the
websites. Then, they applied Bag of Words (BoW) [24] and Part-of-Speech [25] for
feature extraction and machine learning models as a classifier. Naive Bayes Multino-
mial, 99.41%, and LR, 98.83%, achieved the highest accuracy on their custom and
private dataset.

Leveraging textual features, Beltzung et al. [18] utilized HTML, CSS, Document
Object Model (DOM), and JavaScript files, combined with the Term Frequency-

*https://www.selenium.dev Retrieved June 2025.

S https://data.mendeley.com/datasets/m7xtkx7g5m/1/files/331913ef-0f84-4f36-b2de-3c4e281b24b1
Retrieved June 2025.
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Inverse Document Frequency (TF-IDF) technique. The authors achieved 96.70%
accuracy using an XGBoost classifier on their dataset of German web pages, which
included 3,801 fraudulent websites and 2,838 legitimate ones.

Khoo et al. [19] proposed a system adding HTML metadata and image screenshots
to the feature vector created by BoW. Among models evaluated on their dataset of 258
legitimate and 239 fraudulent samples, eXtreme Gradient Boosting (XGBoost) with
only BoW obtained 98.90% of accuracy. Whereas Mostard et al. [6] collected a larger
dataset of 1876 fraudulent domains from a Dutch consumer association and local
law enforcement agencies and 1499 legitimate domains from the Dutch e-commerce.
They evaluated the combination of two sets on this dataset: (a) using only contextual
17 features from HTML, highlighting the number of web pages, social media links,
copyright, open ports in the server and email or phone numbers in the website and
(b) analyzing the screenshots to detect payment methods and social media using a
Convolutional Neural Network (CNN) for logo detection. Finally, Random Forest
(RF) outperformed the rest of the models with 0.9800 F1-Score.

Multimodal approaches achieved high performance in evaluations; however, they
have a significant drawback when applied to real-time tasks or those requiring imme-
diate detection: their complexity and runtime. These methods demand substantial
computational resources and are slower compared to feature-based alternatives.

2.2 Phishing websites

Although phishing detection is commonly considered a subset of fraudulent website
detection, it has emerged as a distinct research area due to the high prevalence and
rapidly evolving nature of phishing attacks, making it the most extensively studied
type of fraudulent website in the literature.

These attacks are not only widespread but have also extended beyond tradi-
tional websites to platforms such as social media, SMS [26], and spam emails [27].
Given the similarities between phishing and other forms of online fraud [28], it is
important to examine the specific deceptive techniques phishers use to trick users.
These include typo-squatting, use of long or complex subdomains, creating a sense
of urgency, employing social engineering tactics, and cloning legitimate websites,
among other strategies.

Phishing websites typically impersonate well-known companies to mislead
users and steal sensitive credentials or valuable information. To combat this threat,
researchers have developed a variety of detection methods that leverage different
resources, such as analyzing URLs, inspecting HTML content, and even evaluating
screenshots of the webpages. For example, Sahingoz et al. [29] proposed two feature
sets regarding the URL: The first set is composed of 39 NLP (Natural Language Pro-
cessing) features, and the second one combines 102 word features. Using a Random
Forest (RF) classifier and a NLP set of features, they reached 97.98% accuracy on a
73, 575 phishing URL dataset collected in their previous work [10].

Lietal. [30] focused only on URL and HTML features, combining three methods—
GBDT, XGBoost, and LightGBM—to construct a stacking model utilizing 20 distinct
features. They built a model with 97.11% accuracy using their 50, 000 samples data-
set. Additionally, they implemented a small CNN (Convolutional Neural Network)
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based on visual features extracted from website screenshots, which improved their
model accuracy to 98.60%.

Rao et al. [31] proposed CatchPhish, a phishing detection framework based only
on URLs. They combined TF-IDF and 35 handcrafted features extracted from the
URL. First, they proposed a set of keywords with high frequency on the phishing
subset. Then, they used it to count the keywords within the hostname and the entire
URL. Using an RF classifier, they obtained 94.26% accuracy on their dataset, 98.25%
on the URL dataset of Sahingoz et al. [29] and a 97.49% on a URL dataset of Marchal
et al. [32].

In our previous research [33], we proposed a phishing detection model based on
novel resources and features, including URL, HTML and website technologies. Fur-
thermore, we used login pages to train the model, improving performance in real
environments. We obtained 97.95% accuracy on a 134, 000 samples dataset, where
features based on the technology used improved the algorithm performance.

Finally, Majgave and Gavankar [34] evaluated the integration of transformer mod-
els with a deep belief network, proposing a novel phishing detection system that takes
advantage of One Hot Encoding for URL representation, transfer learning-based fea-
ture extraction, and a hybrid Transformer-based Deep Belief Network (TB-DBN).
Their model achieves high accuracy (99.4%) and strong performance metrics, dem-
onstrating advanced capabilities in the detection and prevention of early phishing
websites.

2.3 Counterfeit products detection

Although less frequently addressed in the literature, another significant type of web-
site-related scam involves the sale of counterfeit products. This differs from fake
e-commerce sites in that counterfeit products are genuine items that are illicitly
designed to resemble authentic goods. In contrast, fake e-commerce websites aim to
replicate legitimate sites to mislead users but typically do not offer genuine products.
Reviewing related works allows us to identify potential common features and gaps in
detecting fake e-commerce.

Wadleigh et al. [20] went over Google queries to find counterfeit products and
proposed a system focused on detecting counterfeit websites using the URL, the
HTML and third-party information. They generated a dataset with 234 websites sell-
ing fake products and 368 legitimate pages. Then, a 13 features set was designed and
divided into three groups. The first one is related to the Fully Qualified Domain Name
(FQDN), and the second one covers information about website content, including
features about discounts, brands and prices. Finally, the third group involves external
services, such as WHOIS and Alexa, and defines descriptors about the registration
country, domain age, and whether the domain is in Alexa’s top 100, 000. SVM classi-
fier outperformed the rest and obtained 86.40% of accuracy. Furthermore, this study
stated that the number of currencies detected, the use of large iframes and the age
of the domain were the most valuable features. Wu et al. [7] trained three machine
learning models: Logistic Regression (LR), Decision Trees (DT) and Support Vector
Machines (SVM), to detect websites selling counterfeit products. The authors built
a balanced dataset with 800 websites registered in China. By analyzing the samples,
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they proposed a set of 17 features extracted from the URL, the content, the struc-
ture of the website and WHOIS information. They obtained 90.88% accuracy using
LR and proved the importance of the social media links (Facebook, Instagram and
Line) in the e-commerce websites since only 7.75% of fraudulent websites had social
media links against the 80.18% of the legitimate ones. Removing features related to
the social media reduced the accuracy to 84.63%.

2.4 Converging strategies for fraudulent detection

Given the overlapping characteristics and detection challenges across phishing, fake
e-commerce, and counterfeit product scams, this work advocates for the development
of integrated detection systems that unify these fraud types under a comprehensive
framework. By leveraging converging strategies, such systems can enhance fraud
mitigation through the combined analysis of multiple signals, including URL behav-
ior, website design patterns, user interaction data, and product authenticity indicators.
This holistic approach may aim to improve detection accuracy while minimizing false
positives, effectively countering the increasingly sophisticated techniques employed
by fraudsters in online marketplaces.

Moreover, although many of the aforementioned methods demonstrate high per-
formance, their reliance on limited datasets, often constrained by annotation method-
ologies, language, or source diversity, undermines confidence in their generalizability
to real-world scenarios. Additionally, the majority of these datasets are either not
publicly available, require complex access procedures, or include only the specific
features proposed by their original studies, which restricts their usability primarily
to replicating existing work rather than fostering broader research and development.

Another one relevant limitation for real-world scenarios is the reliance on third-
party or external services, such as Alexa or WHOIS. This reliance makes solutions
incorporating these features less scalable and, consequently, imposes time and cost
constraints when implemented in end-user applications. Finally, content features can
be casily bypassed by cloned websites with attributes identical to those of the original
site.

Building on the analysis of these challenges, we propose a novel set of features
inspired by the conclusions, limitations, and recommendations of prior studies. Fur-
thermore, we considered mandatory to build and introduce a comprehensive custom
dataset that includes all files extracted from the websites, empowering the scientific
community not only to replicate our work but also to explore new feature engineering
approaches and develop innovative detection models.

3 Dataset ELFW-2031

In this chapter, we explain the dataset creation process along with its content and
structure, focusing on its usability across different methods to allow other authors to
use it for comparisons and research.
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3.1 Creation

One of the main obstacles to our goal is data availability. Researchers create their
own datasets only with the resources needed to fit their method, and usually, they are
not publicly available. Using the same data is crucial to compare different approaches
objectively. To the best of our knowledge, currently publicly available datasets are
limited in terms of resources and features and, therefore, cannot be used to develop
or compare techniques that depend on other uncollected resources. For this reason,
we have focused on building a standard dataset suitable for different methods using
the comprehensive set of resources described below. The ELFW-2031 (E-commerce
Legitimate Fraudulent Websites) dataset is publicly available and can be requested
by email.

The dataset is composed of data collected from the actual websites. This task is
becoming difficult due to the new web technologies that limit the amount of informa-
tion that can be extracted [8]. These measures are based on CAPTCHA to avoid bots
and automatic web crawlers. To overcome this difficulty, we use the Selenium Web
Driver and a custom application to visit and extract information from websites by
simulating user actions in the browser.

In order to create the dataset, we obtained a list of legitimate domains from the
Spanish trust mark"Confianza Online".” This trust mark verifies the legitimacy of
the company behind a registered domain. For fraudulent websites, periodic reports
were obtained from INCIBE (Spanish National Cybersecurity Institute), and a list of
fraudulent domains was manually verified. From November 2020 to November 2021,
we collected 1292 legitimate e-commerce domains and 739 fraudulent websites.

3.2 Collected information

To enable the use of our dataset across different methods, we collected a set of
resources to meet most of the state-of-the-art data requirements, including URLs,
HTML content and screenshots, which were widely used in previous works. In addi-
tion, we extended these resources to extract new features and improve classification
performance. The resources have been collected as they appear to end-users, i.e., no
preprocessing or feature extraction has been applied. They are presented in a raw file
format for researchers to extract their custom features.

After reviewing the state-of-the-art, we observed that the main resources used by
other authors are the URL, the HTML and WHOIS information. The final resources
collected are listed below:

URL: It represents the unique identifier of the website and it was used in other
works [7, 13] to search for keywords such as"offer","replica"or"cheap". In addi-
tion, e-commerce websites typically place their brand or company name in the URL
domain. We extract the final complete URL of the visited domain.

HTML: This source code comprises most of the information from a website and
was used in most of the state-of-the-art works [6, 7]. Data such as product names,

Shttps://gvis.unileon.es/ After the review process, we provide a link to the dataset.

"https://www.confianzaonline.es/ Retrieved June 2025.
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prices, and discounts can be found in this resource. We retrieved the complete HTML
code, including the CSS and JavaScript code used on the main page of the domain.

Screenshots: Previous works [6, 19] used the screenshots to detect social media
or payment logos using different techniques, such as Regions of Interest and Image
Moments. In addition, screenshots were used in similar areas, such as phishing detec-
tion to carry out logo detection [35] and product detection [36] with the potential to
identify the affected brands. To provide a valuable image resource, we collected two
high-resolution screenshots (1848px x 911px) from both the top and the bottom side
of the website, using Selenium Web Driver.

HTTP headers: are commonly used to establish the first layer of website security,
as they define directives that change the behaviour of the client. There are a wide
variety of headers that improve website security; for example, HSTS (HTTP Strict
Transport Security) ensures that the client uses HTTPS to access the website, and
X-Frame-Options defines the allowed origins to load the page in frames. Developers
combine different HTTP headers to set an appropriate configuration to minimize the
attack surface [37]. We retrieve the HTTP response headers to explore their use in
this classification task.

Web technologies: E-commerce and other companies are developing their rela-
tionship with customers by providing the best shopping experience on their websites.
To achieve this, companies invest in SEO technologies and frameworks to make
the website more accessible and attractive to customers [38]. Also, implementing
advanced web technologies allows the website to scale horizontally while smooth-
ing its maintenance. Our premise is that fraudulent websites are clones created with
toolkits or using the raw source code copied from another website. Therefore, the
technologies used in the process are minimal. To detect them, we used Wappalyzer,® a
tool based on fingerprinting that analyzes the HTML and files provided by the server.
Using this tool, we collected a JSON file with all the technologies and categories used
in each website.

SSL certificate: The SSL certificate is the main security measure for websites
to ensure data encryption with a strong protocol and provide confidence to the cus-
tomers [39]. In addition, encryption is key for e-commerce websites, where users
enter their personal and financial details [40]. E-commerce websites without an SSL
certificate are relegated to the bottom results in search engines and, therefore, fail to
attract customers. We exported the information from the SSL certificate and checked
whether it was valid or not.

Social media: has become a significant factor in brand marketing campaigns. Their
growth has encouraged companies to connect with their customers to strengthen their
relationships by having an active profile on these platforms [41]. E-commerce web-
sites develop their image by uploading posts, reviews and photos of their stores and
products [42]. In addition, social media has been used discreetly in previous works
[7] by checking if the website has social media logos. As they found this to be a
crucial feature, in this work, we obtained information on the actual profiles, such as
the number of followers, posts or likes. For this task, we used three of the most used

8 https://www.wappalyzer.com/ Retrieved June 2025.
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social media platforms: Facebook, Instagram and X (former Twitter”), and looked for
the profile name in the announced URL and queried it on the corresponding API to
obtain this information. We also retrieved the data from the review platform Trustpi-
lot, such as the overall score and the total number of votes.

Text: E-commerce websites typically present pages with terms and conditions or
shipping information. To the best of our knowledge, this resource has never been
used in previous works, and it can be valuable for Natural Language Processing
(NLP) tasks because it is redacted text. We reviewed the pages on different terms and
conditions and retrieved the corresponding HTML.

Offline copy: To collect as much information as possible from the website, we
obtain an offline copy of the website using the WGET command to download all the
resources needed to render the website in offline mode. This data includes images,
external styles and all the necessary files. As with the text resource, to the best of our
knowledge, no other research is using this resource, and it could be useful for detect-
ing phishing kits [43] or automated tools for creating these fraudulent websites.

Although other relevant information, such as WHOIS, was an influential resource
in previous works, we did not collect it. Due to the General Data Protection Regulation
(GDPR), most of the WHOIS information available for Spanish domains is redacted
or hidden for privacy reasons, biasing the overall recollection of this resource. On
top of that, WHOIS information availability is under consideration in many countries
[44], and it could be censored in the coming years. Finally, state-of-the-art works that
rely on this information will remain inconsistent in their predictions.

We proposed a directory structure to store all samples and the data. Figure 2
depicts the proposed organization implemented in every collected sample.

3.3 Recollection

To automatically recollect and organize all the samples and resources, we developed
a Python3 application to visit the target domains from"Confianza Online"!? and the
periodic reports from INCIBE. Legitimate samples were collected from December
2021 to May 2022, while fraudulent websites were collected between November
2021 and November 2022. We used a set of libraries, tools and APIs to extract the
information and complete the process. Figure 3 depicts the complete procedure with
the following steps:

Firstly, we obtained the list of domains from the services as mentioned earlier.
They were divided into two different lists according to their class. For the fraudulent
websites, the lists were obtained every 15 days; therefore, we executed the recollec-
tion system as soon as we received the report to avoid visiting an empty or seized
domain. Due to the small number of sites in these lists, the collection process for the
fraudulent class was extended up to one year.

°To maintain consistency with the dates in our dataset, we will refer to X as Twitter throughout the
remainder of this paper.

10 https://www.confianzaonline.es/ Retrieved June 2025.
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Fig. 2 Proposed organization implemented for every collected sample after fetching aforementioned
resources

Secondly, we visited each domain, loading its content into a controlled browser
environment. Using Selenium Web Drive capabilities, we extracted the URL, the
HTML and the rest of the terms and conditions of web pages.

Then, we interacted directly with the server to obtain the HTTP headers using
the requests library, the local instance of Wappalyzer captured the result from the
domain, and finally, the SSL socket retrieved the certificate information.

Next, the domain name, was used to obtain the score and number of reviews from
Trustpilot. For the social media information, we fetched the links from the HTML
and gathered the username to call the corresponding API and obtain the metrics.
Links with an invalid user format, different from that provided by the services, were
discarded.

Finally, all information was arranged using the structure defined in Fig. 2.
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Fig.3 The recollection process starts by obtaining the domain names (1), then the websites were visited
(2) and the information was collected (3). Using the links in the website, external APIs were used to
obtain the remaining resources (4). Finally, all the data was stored locally (5)

3.4 Filtering and final samples

The dataset used is an essential part of this study as it must accurately represent
the samples. Firstly, the fraudulent samples were collected from manually labelled
domains identified as fraudulent by cybersecurity experts, thus defining a high-qual-
ity representative set. Secondly, in the legitimate class, domains were retrieved from
the entity"Confianza Online,"and there was a set of out-of-scope samples, such as
those that were not e-commerce websites. To solve this issue, collected legitimate
samples were manually inspected to determine whether they were online shops.

We provided all the collected samples and created a metadata attribute banned
in the sample metadata file to indicate whether the samples were omitted from the
training dataset. Out of the 1668 legitimate samples, we found that 19 were repeated
and 357 were not e-commerce websites. Therefore, those samples were banned and
were not taken into account in any of the experiments. Fraudulent websites were also
manually inspected to ensure that all the websites matched the reported domains.
The final dataset comprises 1292 legitimate e-commerce websites and 739 fraudu-
lent ones. Although our analysis is language-independent, we observed that among
legitimate e-commerce websites, approximately 92.34% are in Spanish, 4.49% in
English, and 3.17% in other languages. While fraudulent e-commerce websites are
predominantly in Spanish (79.29%), followed by English (15.97%) and other lan-
guages (4.74%).

The categories identified in the analysis are defined as follows: the Automotive
category includes products and services related to vehicles, such as parts, accessories,
and maintenance tools. Education covers goods and services intended for learning
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purposes, including books, online courses, and educational materials. Entertainment
refers to items and services designed for leisure and amusement, such as streaming
platforms, games, and event tickets. Fashion involves apparel, footwear, accessories,
and related fashion products. Food includes edible products and beverages offered for
human consumption. Health represents goods and services related to personal care,
wellness, and medical products. Home comprises household items, furniture, and
home improvement products. Marketplace involves online platforms and services
that facilitate the buying and selling of various products and shopping. Office and
Industrial Material refers to equipment, tools, and supplies used in office environ-
ments or industrial production. Pets includes products intended for pet care, such as
food, accessories, and grooming items. Sport consists of sports equipment, apparel,
and services related to fitness and recreational activities. Technology represents elec-
tronic devices, software, and digital services. Toys includes playthings and entertain-
ment products designed primarily for children. The distribution of these categories in
fraud and legitimate websites is shown in Table 2.

4 Methodology

In this study, we have used six different resources for feature extraction: URL,
HTML, technology analysis, social media impact, SSL certificate and HTTP headers.
The objective of the features and their design is to reflect the differences between
the two classes. To maximize performance, we combined the best features from the
state-of-the-art and proposed a novel set to improve the performance of the algorithm
on current websites.

Each resource was introduced in a Python3 module that was responsible for
extracting the associated features. Once all the features are defined, we run a Python3
script over all valid samples (not banned). Each sample went through the six devel-
oped modules (one per group), where a JSON structure was built using the name of
the feature as the key and the result of the extraction as its value.

Table 2 Comparison of category Category Fraud (%) Legit (%)

S TS S mors S0 G

websites Education 0 (0.00%) 75 (5.80%)
Entertainment 3 (0.41%) 62 (4.80%)
Fashion 310 (41.95%) 179 (13.86%)
Food 2 (0.27%) 100 (7.74%)
Health 11 (1.49%) 142 (10.99%)
Home 19 (2.57%) 208 (16.10%)
Marketplace 231 (31.27%) 142 (10.99%)
Office and industrial material 6 (0.81%) 56 (4.33%)
Pets 1 (0.14%) 19 (1.47%)
Sport 105 (14.21%) 65 (5.03%)
Technology 17 (2.30%) 176 (13.62%)

Values representing the total Toys 29 (3.92%) 23 (1.78%)
Total 739 1292

are shown in bold
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Then, an n-dimensional feature vector is generated for each resource; for instance,
UU = [Ul, Ug, ceuy NUg_l], HU = [Hl.la H1_2, ceey Hg], YU = [Yl, N}/27 ceuy NY9] and
T, = [NTy, NTy, ..., NT1;]. Finally, the six vectors are concatenated to obtain the
complete feature vector for a specific sample: F, = [U,, H,,Y,,T,]. After all the
samples had been processed, they were arranged into an X matrix with MxN dimen-
sion, where M corresponds to the number of features and N is the number of total
samples of the experiment.

We extracted 50 features distributed across the resources indicated below.

4.1 URL

URLSs have been used in previous studies [7, 13], and it is one of the principal
resources for similar tasks like phishing detection [29, 30]. To obtain the different
features, we parsed the URL into parts, as shown in Fig. 4.

Each of the following sections represents the topic covered and the related fea-
tures, indicated by a number after the topic itself. For example, NLP features (5)
denotes five features within that topic. The following features have been designed
using the URL as input data.

Number of digits in the domain [29]: Fraudulent URLs usually contain more
digits than legitimate websites [45]. We count the number of digits in the domain.

Domain and subdomain length (2) [29]: Companies register short domain names
with their brand to promote it to customers. In addition, companies allocate their
subdomain names to create a reasonable structure for their site, with names such
as"shop","store", or"www". On the other hand, fraudulent websites tend to use sub-
domains to deceive customers by placing the forged domain of legitimate brands in
the subdomain. We obtained the length (in characters) of both URL parts: the domain
and the subdomain.

NLP features (5) [29]: We obtained five different metrics from the list of words
within the URL. To obtain those words, ASCII symbols were used to split the URL
and its parts. The final NLP features extracted are the number of words, the average
of their length, the standard deviation and the length of the shortest and longest words
in the list.

4.2 HTML

HTML code represents the content shown to the user in the browser and it allocates
key information. We use it to extract the following features:

HTML text length [6, 7]: Fraudulent websites tend to be simpler, and their text is
usually shorter since the provided details for products and menus are poor. Therefore,

https://www.pullandbear.com/es/
1
Protocol Subdomain Domain TLD Path

Domain name

Fig. 4 Parts of a complete URL
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we used the number of characters in the HTML text by removing all HTML tags, CSS
and JavaScript using get text() function from BeautifulSoup4.'!

Domain in the title: One of the most suspicious points for fraudulent websites is
the mismatch between the forged brand and the domain name [46]. Legitimate sites
place their brand name in the title and the domain name, while fraudulent websites
are not allowed since they are already registered. Due to this restriction, fraudsters
can set the forged brand name in the title but not the domain name. In this feature, we
check whether the domain appears in the website title or not.

Domain in the HTML: The domain usually contains the brand name; therefore,
if the shop sells products from that brand, the domain is expected to appear multiple
times in the HTML code (usually in product names). In Fig. 5, the fraudulent domain
name is"salomonzapatos", which is an impersonation of the brand"salomon". When
searching in the website text, no words matched the domain, while the name of the
brand,"salomon", appeared multiple times on the legitimate website. To extract these
features, we used the get text() function from the BeautifulSoup4 library to strip
out all tags and links in the HTML, then convert the text to lowercase and count the
number of times the domain appears in the text.

Base64 resources: During the sample analysis, we came across many legitimate
websites that use base64 encoding to ensure that certain resources are loaded into the
website even if the Content Delivery Network (CDN) is unreachable. Most of these
resources are icons or logos. This feature checks if the website uses Base64 resources
embedded in the HTML.

HREF attributes (5): The HREF attribute is used mainly in two HTML tags:
anchor (<a>) and links (<link>), which determine the location of specific resources
used by the website. These can be different depending on their location, according
to the analyzed website. In Table 3 we show the five types of links studied in this
work. External resources are used by fraudulent websites to match the forged domain
resources [6]. Internal links point to the same domain, which is the ordinary behav-

B comprar Zapatilas Salomon Bar: X

€ > C @ salomonzapatoses

S}

HOMBRE MUJER NINOS SaLomon
TIME TO PLAY

Zapatillas De Trekking - Zapatillas De Trekking - Zapatillas De Trekking - Zapatillas De Trekking - Zapatillas D Trekking -
Salomon X ULTRA 3 MID GTX®  Salomon X ULTRA 3 MID GTX®  Salomon X ULTRA 3 MID GTX®  Salomon X ULTRA 3 MID GTX®  Salomon X-CHASE MID GTX®
Hombre - Verde Oliva/Negras Hombre - Azules/Negras Hombre - Negras | KAZERWS4  Hombre - Verde Oliva/Negras | Hombre - Negras | GZRUMWSS5
RSDFZH62 NVHOUS08 €61.71 HXZBQT76 €63.66
€61.71 €61.71 €61.71

Fig. 5 Fraudulent example impersonated the brand namely"salomon"that contains feature such as re-
peated prices, currency selector and domain in HTML

M https://pypi.org/project/beautifulsoup4/ Retrieved June 2025.
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Table 3 T).'pes.oflinks depenc.i— Type of link Example
ing on their origin or destination External <a href="otherdomain.com"></a>
of the href tag . .

Internal <a href="thisdomain.com"></a>

<a href="#internal_ref"></a>

No content <a href="#"></a>

Empty <a href=""></a>

No reference <a></a>

iour of legitimate websites, which uses their resources and links to pages within the
domain [30]. Other types of links are the empty and null ones, which are used by
fraudulent websites to render a link and deceive users with a legitimate look [47].
Furthermore, these links keep users away from leaving the page. Finally, links with
no reference were used to cover all the possibilities of the link tags. In these features,
we count the number of links for each of the five types described above.

Number of currencies [7, 13, 20]: Most legitimate e-commerce websites focus on
a specific region where they sell their products. Therefore, they use only one currency
to display the prices. On the contrary, fraudulent websites allow currency selectors
for users to choose their currency and distribute website products to most countries,
increasing their target number [20]. These selectors are in the top right-hand corner
of these websites, as shown in Fig. 5. We count the number of different currencies
found in the HTML text from a list of 12 currencies: Dollar, Euro, Rupee, Yuan, Yen,
Pound, Ruble, Won, Turkish Lira, Philippine Pound, Czech Koruna and Zloty.

Prices (4) [7, 13, 20]: Fraudulent websites offer bargains to swindle customers
[48]. Samples analysis revealed that fraudulent websites tend to repeat prices for
most of their products, as stated in [20] and shown in Fig. 5. We implemented a reli-
able method to design and extract features from the prices. First, we used regular
expressions on the HTML text to extract the prices with float and integer values. We
use the HTML text instead of the source code because the code contains numbers and
CSS properties which could introduce noise into the list of matches due to the use of
the § symbol. Before taking any further action, we analyzed the list to remove values
regardless of prices using a regular expression with the aforementioned list of 12 cur-
rency symbols. From the price list, we separated the normal prices and the discounts.
We used the CSS and HTML code to identify strikethrough prices, specifically using
the CSS property called “text-decoration: line-through” and the HTML tag “<del>",
as these were the most common implementations. Finally, we extracted four features
from this data: (1) the total number of prices found, (2) the number of repetitions of
the mode price [7, 20], (3) the average repetitions for each price and (4) the average
discount percentage offered on the page.

Social media links in the HTML (3): Wu et al. [7] stated the importance of the
social media links in this task and verified that only 7.75% of the fraudulent web-
sites had at least one link, while the legitimate websites that were the 80.18% had
at least one link. In this work, we analyzed social media links and profiles to better
understand this matter. We used three of the most used social media platforms in
e-commerce activities [49]: Facebook, Instagram and Twitter as Wu et al. [7] and
reproduced their analysis on our dataset. Results showed that 21.65% of fraudulent
websites had at least one link to social media, significantly higher than the study
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mentioned above. We inspected the social media URLs used by these pages. We
found that most of them were generic links with no username in the URL or share
links, as shown in Fig. 6, which are predefined messages to post on the corresponding
platforms with the link of the fraudulent website. After removing these findings, only
2.68% of the fraudulent websites had at least one valid link to a social media profile,
compared to the 83.78% of the legitimate websites.

Based on this finding, we proposed three features related to HTML and social
media links. Firstly, the number of correctly formed links to social media profiles,
i.e., where the shared links were not considered. Secondly, we identified which plat-
forms (Facebook and Twitter) were used to share the website. If the website contains
a link to post a tweet, the binary feature for the Twitter sharer is set to one in the case
of a shared link or zero in the case of an empty link or a link to the actual user profile.
The same behaviour is reproduced with the Facebook sharer link.

4.3 Technologies

Developers use web technologies to improve the performance, scalability and appear-
ance of websites. To detect these technologies, we used Wappalyzer,'? which can
identify up to 1950 different technologies within 71 categories by using the finger-

print generated in the HTML, CSS or JavaScript code. This resource can improve the
performance of the algorithms and increase the resistance to bypassing mechanisms

hxxp://www.reebokoutlet.es/

& Cualquier persona puede responder

n Compartir en Facebook

Compartir en la seccion de noticias o en la historia

Anon user

REEBOKOUTLET.ES
Zapatillas Reebok Classic para hombre y mujere outlet baratas.

Zapatillas Reebok Classic para hombre y mujere outlet baratas, con el precio

Fig. 6 Example of the tweet and share links found on a fraudulent website for Twitter (on the top) and
Facebook (on the bottom)

12 https://www.wappalyzer.com/ Retrieved June 2025.
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since changing the HTML may be effortless for the attacker. Still, the implementa-
tion of web technologies might not be. From the Wappalyzer report, we extracted the
following features:

Number of technologies: Legitimate e-commerce websites are created by using
modern technologies and frameworks to ensure security and ease of maintenance.
However, attackers craft fraudulent websites effortlessly and with minimal resources
to run the site. To do this, fraudsters use HTML templates and toolkits or copy the
HTML code from another legitimate website. Therefore, the number of technologies
is limited to the web server and JavaScript libraries. In this feature, we counted the
number of technologies detected by Wappalyzer with a 100% confidence.

Technologies categories (5): All technologies are classified according to their
purpose, e.g., databases, security, CDN or e-commerce, among others. In this study,
we present below the five relevant categories for e-commerce developments.

e E-commerce: Online shops can be built in a number of ways, the easiest be-
ing e-commerce frameworks or tools that allow developers and owners to easily
manage the platform. Some of the technologies within this category are Shopify,
WooComerce, PrestaShop, or OpenCart.

e Live-chat: Many e-commerce websites offer live chat for customers to ask ques-
tions to online agents. Fraudulent websites are not interested in the customer
experience. Consequently, they do not employ these services. Usually, they are
implemented using tools and plugins that run over the website. Some of the tech-
nologies in this category are Zendesk, Tawk.io or Intercom.

e Cookie-Compliance: Current websites have to announce and confirm to the user
that they are using cookies to obtain information about the actual user. For this
task, tools have been developed to pop a banner with the information and obtain
the response of the user. Quantcast, Osano and OneTrust are the most common
tools for this task.

e Analytics: Legitimate e-commerce websites are interested in increasing sales and
customers. To achieve this goal, they analyze the statistics to know about the
users who visit the website, such as what they buy or where they live. In this
way, marketing campaigns can be targeted to specific sectors and users to display
custom advertisements for specific users based on their activities. To implement
this functionality, technologies such as Google Analytics or Facebook Pixel help
to collect and manage the information and ads. Fraudulent websites are not in-
terested in these services as they require company information to create accounts
on these services.

e Payment methods: Payment platforms allow customers to perform payments in
safe environments. Some of these platforms are Apple Pay, Visa, American Ex-
press, PayPal or Google Pay. A usual practice on fraudulent websites is to display
a custom form with the same look and feel as other payment platforms. This way,
fraudsters collect and steal user data without processing the payment, and they
can use that data to perform illegal transactions for their benefit.Specific technol-
ogies (3): Apart from the aforementioned categories, we found that Google Ana-
lytics, Google Analytics Enhanced for E-commerce and reCaptcha are technolo-
gies implemented in most legitimate websites, while on the fraud class, almost
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no website enforces any of these technologies. We defined three binary features
whose value is one if the technology is used and zero if it is not.

4.4 SSL Certificate

SSL certificates, which are one of the basic security measures for websites, provide
end-to-end encryption and keep all exchanged data private. It was used to improve
malicious website detection [31], but in the last few years, it has become a standard
among malicious websites. The APWG (Anti-Phishing Working Group) states that
82% of the phishing websites count on an SSL certificate [50] since, currently, attack-
ers can obtain free SSL certificates from entities like Let’s Encrypt. Even though cer-
tificates are no longer a distinguishing element, websites without them are suspicious
to be deceitful; thereby, we extracted two features from the certificate:

Valid SSL certificate: A binary feature where one represents a valid certificate
and zero if not.

Number of registered names in the certificate: One single SSL certificate can be
used for multiple websites or subdomains. Brands usually certify all their websites
with the same certificate. We count the number of domains or subdomains registered
under the SSL certificate by examining the"alternative names"field in the certificate.

4.5 HTTP Headers

HTTP headers are essential for web security. Their proper configuration can reduce
the attack surface and create a secure exchange between users and the final server. Iv
et al. [51] analyzed HTTP headers for identifying malicious websites with 91.05%
accuracy, demonstrating the effectiveness of this resource. In this work, we combined
four HTTP headers related to the security (Content-Security-Policy, Strict-Transport-
Security, X-Content-Type-Options and X-Frame-Options) and the relevant headers
used by Iv et al. [51] (Cache-Control and Expect-CT) to identify websites that have
an optimal configuration.

4.6 Social media information and reviews (external)

In this work, we arranged a deep analysis of social media platforms by evaluating
the metrics and impact of companies’ social media accounts. The main advantage of
our approach is to differentiate between legitimate accounts with a great number of
followers or posts and those created to spoof a brand, which usually lacks followers
and activity. We focused on Facebook, Instagram and Twitter, the most used social
media in Spain [52] and combined their metrics to obtain an overall media impact. If
a domain misses one social media platform, its correspondent metrics are zero. We
defined six features to represent the impact of the profile on its social media accounts:

Total followers: We obtained the total amount of followers by summing up the
metrics from each social media account found.

Total following: Represents the number of users the profile follows on Instagram
and Twitter.
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Total posts: We added all the posts published on Instagram and the total tweets
posted on the Twitter account.

Facebook likes: The total likes of the company’s Facebook profile.

Facebook visits: Recorded visits to the company’s Facebook profile in the last
24 h.

Twitter account age: We calculated the months from creating the Twitter account
until the current date.

Moreover, we introduced Trustpilot, an online platform to rate and review the
experience of customers on different e-commerce websites. These kinds of platforms
have a high impact on the reputation of e-commerce websites and are crucial for final
users [53]. They also have a bias on the reputation since brands boost their score with
fake positive reviews [54], award users for positive reviews [55] or post fake nega-
tive reviews on competitors profiles [56]. However, Trustpilot uses algorithms and
methods to mitigate bots and deceitful reviews to avoid the previous cases. We tested
its effectiveness by including two features collected in our dataset:

Trustpilot score: Trustpilot calculates the average score for a given domain from
all the user scores. The score is rated between zero and five.

Trustpilot reviews: To provide a comprehensive analysis of the Trustpilot plat-
form, we counted the total number of reviews for a given domain. This approach
establishes the relation between the score and the website reputation since a shop
with an average score of 3.0 supported by 2, 000 reviews has more reputation than
another store with only one review and an average score of 5.0. Polarized scores
cause this since users tend to vote on the extreme cases, either a satisfactory experi-
ence rated with five stars or disgraceful incidents with one star [57] (Table 4).

5 Experimentation and results
5.1 Experimental setup

We tested an Intel Core i3 9100F at 3.6 GHz and 16 GB of DDR4 RAM. We used
scikit-learn'? and Python 3 for the implementation of the different experiments and
the creation of the machine learning models.

We have used nine different classification algorithms used in the state-of-the-art
[6, 18, 19] to test and compare their performance on the design features, includ-
ing eXtreme Gradient Boosting (XGBoost) and Gradient Boosting Classifier (GBC),
Random Forest (RF), k-Nearest Neighbour (kNN), Support Vector Machines (SVM),
Logistic Regression (LR), Naive Bayes (NB) and Adaboost (ADA). Classifiers were
trained using their best-found hyper-parameters determined from a 5-fold cross-val-
idated grid search. Table 5 displays the selected hyper-parameters for the proposed
models.

We scaled the features vector using scikit-learn’s StandardScaler over the com-
plete set of training samples and features, then applied the obtained scaler to the test
samples.

13 https://scikit-learn.org/stable/ Retrieved June 2025.
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Table 4 Summary of the implemented features and their corresponding group

# Group Feature Value Description

Ul URL domain_digit_count D # digits in the domain name

U2.1 URL domain_length D # characters in the domain name

U2.2 URL subdomain_length D # characters in the subdomain

U3.1 URL raw_word_count D # words in the URL

U3.2 URL average word_length C Average length of words in the URL

U3.3 URL longest word_length D Longest word length in the URL

U34 URL shortest word_length D Shortest word length in the URL

U3.5 URL std_word_length C Standard deviation of words length

H1 HTML text_length D # characters in the HTML text

NH2 HTML domain_title B The domain appears in the title

NH3 HTML domain_in_html D # times the domain appears in the HTML
text

NH4 HTML base64 B Website loads resources in base64

H5.1 HTML link int D # internal links

H5.2 HTML link_ext D # external links

H5.3 HTML link # D # empty links

H5.4 HTML link_emp D # null links

H5.5 HTML link null D # links without href attribute

Heé HTML currencies D # currencies detected on the website

NH7.1 HTML prices D Total prices detected in the website

H7.2 HTML most_times D Repetitions of the mode price

NH7.3 HTML avg_times C Average repetitions of the prices

NH7.4 HTML avg_discount C Average discounts on the prices

NH8.1 HTML num_social_html D # links to social media

NH8.2 HTML fake fb B Link to share website on Facebook

NH8.3 HTML fake tw B Link to share website on Twitter

NT1 Tech n_tech D # technologies detected

NT2.1  Tech e-commerce D # E-commerce technologies used

NT2.2 Tech live-chat D # live chats technologies used

NT2.3 Tech cookie-compliance D # cookies technologies used

NT2.4 Tech analytics D # analytics technologies detected

NT2.5 Tech payment-processors D # payment platforms detected

NT3.1 Tech google-analytics B Website uses Google Analytics

NT3.2 Tech google-analytics-enh B Website uses Google Analytics for
e-commerce

NT3.3  Tech recaptcha B Website uses reCaptcha for bot avoidance

S1 SSL has_cert B The domain uses a valid SSL

S2 SSL n_name D # domain names registered in the SSL
certificate

NP1 HTTP content-security-policy B Website defines CSP header

NP2 HTTP strict-transport-security B HSTS is implemented in the website

NP3 HTTP x-content-type-options B \textit{Nosniff} directive is set

NP4 HTTP x-frame-options B Use \textit{deny} or \textit{sameorigin}
directives

P5 HTTP cache-control B Website does not use \ textit{post-check}
outdated directive

P6 HTTP expect-ct B Header is configured in the website
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Table 4 (continued)

# Group Feature Value Description

NM1 External total_followers D Total followers on social media

NM2 External total_following D Total following on Instagram and Twitter
NM3 External total_posts D Total posts on Instagram and Twitter
NM4 External fb_likes D Likes on Facebook website

NMS5 External fb_visits D # visits on Facebook website in last 24 h
NM6 External tw_age D Months since Twitter account registration
NM7 External trustpilot_score C Trustpilot review score

NMS External trustpilot_reviews D # of reviews in Trustpilot

The value represents the kind of feature: D for discrete, C for continuous and B for binary. In favor of
simplicity, the symbol"#"is treated as"number of"

Table.S Evalgation of machine Classifier Hyper-parameter Value
learning classifiers for the XGBoost oval metric error
proposed methods -
n_estimators 120
objective binary
scale_pos_weight 2
GBC learning_rate 0.1
max_depth 3
max_features sqrt
n_estimators 242
RF max_features auto
n_estimators 127
kNN metric manhattan
n_neighbors 2
weights uniform
SVM C 100
gamma 0.001
kernel rbf
LR C 0.1
penalty 12
Adaboost learning_rate 0.1
n_estimators 43
Results are indicated in % Naive Bayes kind BernoulliNB

Finally, we estimated the classifier performance using the k-fold cross-val-
idation technique, with the following settings: k =05, shuffle =True and
random__state = 42.

5.2 Performance metrics
We used the averaged values from the 5-fold cross-validation, reporting the accuracy
(Eq. (3)), the precision (Eq. (1)), the recall (Eq. (2)) and the F1-Score (Eq. (4)) [7, 8,

19]. TP denotes the true positives, i.e., how many fraudulent websites were correctly
classified. FP refers to the false positives and represents the number of legitimate
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samples wrongly classified as fraudulent. TN (i.e., the true negatives) denotes the
number of legitimate samples correctly classified. Finally, FN represents the false
negatives that represent the number of fraudulent websites misclassified as legitimate
ones.

Precision = TPj:ripFP (1)
Recall = TPz—ji—ipFN ()
Accuracy = 75— E\? i ?Xr T FP ®)
Pl Precision - Recall @)

" Precision + Recall

5.3 Comparing proposed models

The objective of this work is to generate a machine-learning model capable of identi-
fying fraudulent e-commerce websites to advise users about suspicious websites that
might lead to fraud.

In this experiment, we evaluated two different approaches. The first one aimed to
optimize performance by using all the designed features, including those that were
obtained from external services. The second approach focuses on creating a stand-
alone model that works only with features obtained from local resources, i.e., without
external features.

According to the results of Table 6, in the full set of features, XGBoost had the
best classification performance in terms of F1-Score (0.9688), followed by GBC

Table 6 Evaluation of machine learning classifiers for the proposed methods

Algorithm  Full set Standalone
Precision Recall F1-Score Accu- Precision Recall F1-Score Ac-
racy cu-
(%) racy
(%)
XGBoost 0.9778 0.9601 0.9688 97.78 0.9647 0.9660 0.9653 97.49
GBC 0.9751 0.9619 0.9684 97.73  0.9590 0.9686 0.9637 97.39
Random 0.9847 0.9483  0.9661 97.59 0.9765 0.9342  0.9546 96.80
Forest
SVM 0.9622 0.9602 0.9611 97.19 0.9619 0.9618 0.9618 97.24
LR 0.9566 0.9633  0.9599 97.09 0.9535 0.9576 0.9555 96.80
kNN 0.9564 0.9366 0.9463 96.21 0.9337 0.9481 0.9407 95.72
AdaBoost 0.9373 0.9534  0.9452 96.01 0.9444 0.9454  0.9448 96.01
NB 0.9231 0.9412  0.9320 94.84 0.9286 0.9346 0.9316 94.84

Values representing the highest performance for each F1-Score are shown in bold

Results are indicated in %
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Fig. 7 Feature importance for the presented methods: a full set model and b standalone model. In light
colors, legacy features from previous works; in darker colors, novel features are proposed in this work

(0.9684) and Random Forest (0.9661). These results are interpreted as acceptable for
a fraudulent website detection system, which can correctly classify up to 97.78% of
the total samples (accuracy), in the case of the XGBoost algorithm. The difference
between the top two performers was minimal, but Random Forest showed a different
behaviour, increasing the precision by 0.0069 and reducing recall by up to 0.0118.
Therefore, it is suggested for systems where higher sensitivity to these attacks is
needed.

Comparing the two different approaches, the standalone version performed above
expectations. XGBoost obtained the best results with 0.9653 F1-Score, 0.0035 under-
neath the XGBoost model with the full feature set. Standalone models manifest a
lower precision and higher recall against the full set method. This implies a higher
awareness when detecting fraudulent websites and a higher number of false positives
(legitimate websites classified as fraud). From these results, we can state that external
features are effective for high-sensitivity environments, which aim to detect as many
fraud websites as possible, accepting a higher chance of finding legitimate websites
among them. On the contrary, the standalone version would be optimal in environ-
ments where false positives are not penalized, i.e., legitimate websites are classified
as fraud and might lose reputation due to the prediction.

5.4 Importance of the designed features

We used the feature importance coefficient from the generated GBC models'* to visu-
alize in Fig. 7 the twelve most important proposed features in both methods.

On the full set model, it is noticeable that the three external features, which com-
bine information from the three analyzed social media, are among the top most impor-
tant ones, proving their value for fraudulent website detection tasks. In addition, three
features from the novel technological set are within the top-10, including"Number

Yhttps:/scikit-learn.org/stable/modules/generated/sklearn.ensemble. GradientBoostingClassifier.html
Retrieved June 2025.
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of technologies detected","Google Analytics"and the"analytics"category. To com-
plete the most valuable features, average discounts and the number of external links
extracted from the HTML showed great performance. It is worth noting that none of
the URL features made it to the top, and they were only relevant for detecting the
domain name in the HTML.

On the side of the standalone model, the number of social media links replaced
the top one, followed by the technological features. As shown in previous results,
they hold great results even after removing valuable external features. Furthermore,
we consider this set of features to tolerate the strategy of attackers strategies to
avoid detection since their mitigation implies workload and exposure due to the data
required to implement analytics on the website. Other HTML features entered the
top, detecting X (former Twitter) sharer links, the number of prices and other link-
related ones. As seen in the full set, none of the URL features reached the top.

Finally, it is worth noting that novel features presented in this work ranked higher
than the legacy ones, as depicted in Fig. 7. Therefore, designed features contribute to
the fraudulent website detection problem.

5.5 Comparing resources for fraudulent website detection

Once we analyzed individual features, we evaluated the performance of the algo-
rithms with different input resources. The objective of these experiments is to identify
the most valuable resource when classifying fraudulent websites.

The first experiment excludes different subsets of features defined in Table 4. Fig-
ure 8 displays the results obtained for XGBoost, GBC and Random Forest classifiers.
The XGBoost algorithm performed best on the complete set of designed features
(0.9687 F1-Score). When training and testing algorithms without the URL group,
the results barely decreased. This proves the poor performance of the proposed URL
features. One of the main reasons is the syntax of fraudulent website URLs, which
looks legitimate since attackers do not use long subdomains, combo-squatting or
typo-squatting to deceive users, like phishing detection. Most of the collected fraudu-
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Fig. 8 Results for best performance algorithms when omitting one of the available resources
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lent websites use regular domain names for their custom shops, while a minor set
of them used the impersonated brand as part of their domain. When we arranged
the tests without the HTML group of features, we recorded the worst performance,
proving its importance as a resource in this task. While XGBoost dropped 0.0191
F1-Score, Random Forest obtained the best result, 0.9521 F1-Score, only 0.0135
below its result using the complete set. Excluding the technology set of descrip-
tors also decreased performance notably, stating their importance in reaching better
performance. Finally, excluding SSL or HTTP Headers did not drastically impact
algorithm performance, and they could be ignored in the case where those resources
are unavailable.

The objective of the second experiment is to illustrate the effectiveness of the dif-
ferent sets of proposed features when used isolated from the rest of the groups. The
17 HTML features obtained the best result, with 0.9541 and 0.9564 F1-Score for
XGBoost and Random Forest, respectively. It is worth noting that HTML features
require the URL resource since seven out of 17 features are related to the domain
name. Thus, it is recommended for systems with a minimum number of resources.
The model generated from the eight external features came in second place with
0.8667 and 0.8662 F1-Score for GBC and Random Forest, respectively. These results
confirm the value of the eight designed features in this group. The main drawback is
their dependence on external parties, therefore it cannot work if any of the services are
down. The nine features extracted from the Wappalyzer technology report got 0.8329
and 0.8333 F1-Score for XGBoost and GBC, respectively, which are still acceptable
for general-purpose systems. The URL, SSL and HTTP Headers set obtained low
results in this experiment for different reasons. First, the URL set demonstrates its
lack of information when classifying legitimate and fraudulent websites due to the
similarities in the domain name between both classes. It is worth mentioning that
we did not use keywords or brand lists to design features since they could generate
a language-dependent model. The SSL set was composed of two features; therefore,
its bad results are justified due to the lack of information inputted into the model.
Finally, the HTTP Header set obtained above-average results for the last three sets
(0.7740 F1-Score for the GBC algorithm). Nevertheless, the main problem resides
in its high sensitivity and false positive rate (0.9094 recall and 0.6746 precision on
GBC) Figure 9.

5.6 Comparing of proposed methods against existing techniques

in this section, we compare the proposed techniques with Wu et al. [7] and Wadleigh
et al. [20] works. Comparisons to other works are challenging because none pub-
lished their data, or it is restricted to fit their method. Additionally, state-of-the-art
works lack detail on the feature and methodology implementation, this forced us to
design our own extraction, which could be sightly different, but as accurate as possi-
ble. Last but not least, these works include third-party features unavailable in Europe
due to GDPR restrictions. A list of not implemented features is provided in Table 7
In order to provide a fair comparison, we will compare these methods against our
standalone version with no third party data. Also, we have used the same experimen-
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Table 7 Features not imple-
mented in the comparison

Table 8 Comparison between

our method and existing works

Values representing the highest
performance for each metric

are shown in bold

Work Feature Reason
Wadleigh  Private or China WHOIS No WHOIS data is
etal. [20] WHOIS Registration < 1 Year  publicly available for
most EU websites
Website on Takedown Page Our dataset contains
Website in Alexa Top 100K no seized websites,
only working ones
Costly APL
Wuetal. in_top _one million No WHOIS data is
[7] china_registered publicly available for
under_a_year most EU websites
Work  Classifier Precision  Recall F1-Score  Accuracy
Our XGBoost  0.9647 0.9660 0.9653 95.49
stand-
alone
method
Wuet RF 0.9224 0.8795 0.9003 92.91
al. [7]
Wadle- XGBoost  0.6599 0.7715 0.7111 77.25
igh et
al. [20]

tal setup to find the best hyper-parameters since no details were provided on these

works.

As depicted in Table 8, our method outperforms current state-of-the-art works.
Furthermore, the proposed features are independent of any external data, which
ensures their operation over time in any country since it is also independent of lan-

guages and brand lists.
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6 Conclusions and future works

In this paper, we present a fraudulent website detection system by designing a novel
set of features and using a comprehensive set of resources from websites. This system
relies on six different resources, five of which are obtained from actual websites, and
the last one is assisted by external resources.

We used legacy and novel features extracted from the URL, the HTML code, the
SSL certificate, external resources, and two novel categories proposed in this work:
the technologies used by the website and the HTTP header focused on security. In the
external resources, we proposed using social media metrics such as followers, profile
activity, and reviews, which were proven to increase model performance.

To meet the different requirements for practical use, we have proposed two sys-
tems, the main one focused on maximizing accuracy. The second one was designed
to work independently from external services, allowing its usage in real and scalable
environments to protect users against fraudulent websites. According to experimen-
tal results, proposed approaches obtained 0.9688 and 0.9653 F1-Score, respectively,
using the XGBoost algorithm.

Additionally, we verified the performance of the novel features proposed among
all different groups. The social media analysis and the technologies obtained the
highest rank in the feature importance analysis, followed by proposed features related
to prices and discounts. It is worth noting that the proposed features are difficult to
evade due to the efforts required to simulate a legitimate website in those terms.

Due to the scarcity of publicly available data, we created a manually verified data-
set with extensive data collection. This dataset comprises 2031 e-commerce websites
from both classes, legitimate and fraudulent. This dataset provides a wide variety of
data for researchers to benchmark their approaches independently of the resources
they use. This data includes URL, HTML, Screenshots, Technology analysis, HTTP
headers, SSL certificate, social media information, text pages, and an offline copy of
the website and its resources. The dataset will be publicly available at the request of
researchers to develop and compare their approaches.

Although the obtained results accomplished the objective in terms of accuracy,
there is room for improvements in future works, specifically in data extracted from
URLs. To maximize their potential, other learning techniques, such as deep learning,
can be implemented.

Additionally, we left behind valuable resources on our dataset, like screenshots,
extensive text files such as policies, and other website resources such as files, source
code, and other content. These can improve the robustness of features or can be used
to design a new approach with deep learning techniques. Furthermore, this dataset
can also be used to detect counterfeit products or brands along with fraud detection,
which is of great value for government investigations.

Finally, dataset enlargement is crucial for improving model reliability. Deep learn-
ing techniques might find this dataset insufficient due to the number of samples.
Active learning or pre-trained models can be proposed to overcome this issue with
the current dataset size. Furthermore, as new fraudulent websites appear, they will
be included in the dataset to keep models updated with the latest trends and to ensure
that obtained results can be transposed to practical environments.
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The limitations of this work are mainly related to the likely underutilization of
available dataset resources, the limited exploitation of URL-based features, and the
dataset size:

1. While the results obtained in this study successfully met the objectives in terms
of accuracy, there remains significant room for improvement, particularly in
the exploitation of data extracted from URLs. Future work could explore more
advanced learning techniques, such as deep learning, to fully leverage these fea-
tures and uncover more complex patterns.

2. Moreover, several valuable resources available in our dataset were not utilized
in this initial study. These include webpage screenshots, full-text documents
(e.g., privacy policies), and other embedded website elements such as down-
loadable files, source code, and multimedia content. These components present
an opportunity to enhance the robustness of existing features or to support the
development of novel approaches, particularly those involving deep learning and
multimodal analysis.

3. The dataset also holds potential for broader applications beyond fraud detection,
such as the identification of counterfeit products and brand impersonation. This
could be of particular interest to regulatory agencies and law enforcement for
investigative purposes.

4. Lastly, expanding the dataset is essential to improving model reliability and gen-
eralization. The current dataset size may be insufficient for training deep learning
models effectively. To address this, future work may incorporate active learning
strategies or leverage pre-trained models to mitigate the limitations posed by data
scarcity. Additionally, the continuous integration of newly discovered fraudulent
websites will help keep the dataset up to date, ensuring that detection models
remain effective against evolving threats and are suitable for deployment in real-
world environments.

7 Supplementary information

Pages collected in the dataset can contain malicious files or code in the HTML, data
is provided as it is, use it at your own risk. An alternative dataset with no WGET files
can be provided to reduce the size and risk.
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